Staff

Edward Hill, County Administrative Officer
Diane Freeman, County Counsel

Catherine Venturella, Clerk of the Board

Board Members

Joe Neves, District 1 - Chairman

Richard Valle, District 2

Doug Verboon, District 3

Craig Pedersen, District 4

Richard Fagundes, District 5 - Vice Chairman

Board of Supervisors
Regular Meeting Agenda

Date: Tuesday, July 26, 2022
Time: 9:00 a.m.
Place: Board of Supervisors Chambers, Kings County Government Center

1400 W. Lacey Boulevard, Hanford, California 93230

@ (559) 852-2362 <+ FAX (559) 585-8047 <+ website: https://www.countyofkings.com

The meeting can be attended telephonically, on the Internet by clicking this link:
https://countyofkings.webex.com/countyofkings/j.php?MTID=mbd87ea32ae2667b7b656a2c85b85f42a
or by sending an email to bosquestions@co.kings.ca.us on the morning of the meeting for an automated email
response with the WebEx meeting link information. Members of the public attending via WebEx will have the
opportunity to provide public comment during the meeting.

*WebEx will be available for access by 8:45 a.m.*

Members of the public who wish to view/observe the meeting virtually can do so via the worldwide web at:
www.countyofkings.com and click on the “Join Meeting” button or by clicking this link:
https://youtu.be/AJ52rEiA74Q
Members of the public viewing the meeting through YouTube will not have the ability to provide public
comment.

Members of the public who wish to comment may submit written comments on any matter within the Board’s
subject matter jurisdiction, regardless of whether it is on the agenda for the Board’s consideration or action,
and those comments will become part of the administrative record of the meeting. Comments will not be read
into the record, only the names of who have submitted comments will be read into the record. Written
comments received by the Clerk of the Board of Supervisors no later than 8:30 a.m. on the morning of the
noticed meeting will be included in the record, those comments received after 8:30 a.m. will become part of
the record of the next meeting. Email is not monitored during the meeting. To submit written comments by
email, please forward them to bosquestions@co.kings.ca.us or by U.S. Mail, please forward them to: Clerk of
the Board of Supervisors, County of Kings, 1400 W. Lacey Blvd., Hanford, CA 93230.

. 9:00 AM CALL TO ORDER
ROLL CALL - Clerk of the Board
INVOCATION - Pastor Chad Fagundes - Koinonia Church
PLEDGE OF ALLEGIANCE

. UNSCHEDULED APPEARANCES
Any person may directly address the Board at this time on any item on the agenda, or on any other
items of interest to the public, that is within the subject matter jurisdiction of the Board. Two (2)
minutes are allowed for each item.
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1. APPROVAL OF MINUTES
A. Report out of Closed Session from the regular meeting for July 19, 2022.
B. Approval of the minutes from the regular meeting for July 19, 2022.
v. CONSENT CALENDAR
A. Sheriff's Office:
1. a. Consider authorizing the Sheriff’s Office to purchase a bomb suit and helmet from
MED-ING, LLC.
b. Adopt the budget change. (4/5 vote required)
B. Administration:
1. Consider appointing one member to the Kings County Behavioral Health Advisory Board.
V. REGULAR AGENDA ITEMS

A. Child Support Services — Marie Waite
1. Consider adopting a Resolution proclaiming the month of August 2022 as Child Support
Awareness Month in Kings County.

B. Community Development Agency — Chuck Kinney
1. Consider accepting the monthly report of Planning Commission’s actions from their July 11,
2022 meeting.

C. Human Resources Department — Carolyn Leist
1. Consider authorizing the County Administrative Officer to sign the Side Letter of Agreement
with the Probation Officers Association for longevity pay beginning July 25, 2022.
2. a. Consider approving 3% longevity pay for the identified safety management
classifications, excluding the Sheriff, effective July 25, 2022, pay period 16-2022;
b. Approve the Salary Resolution which reflects recommended and previously authorized
classification and salary changes, and addition of longevity pay for identified safety
management classifications.

D. Job Training Office — Lance Lippincott
1. a. Consider approving the Workforce Innovation and Opportunity Act Master Subgrant
Agreement with the California Employment Development Department retroactively
effective from April 1, 2022 through June 30, 2024;

b. Authorize the Director of Economic and Workforce Development to enter into any
Agreements necessary to carry out this Master Subgrant Agreement and subsequent
modifications unilaterally authorized by the California Employment Development
Department.

E. Public Health Department — Rose Mary Rahn/Heather Silva
1. Consider adopting a Resolution proclaiming the month of August 2022 as National

Breastfeeding Month in Kings County.

2. a. Consider approving the Agreement with Valley Voices for COVID-19 education and
prevention services retroactively effective from July 1, 2022, to June 30, 2023.

b.  Authorize the Director of Public Health to amend the Agreement for non-substantiative
changes and non-financial contractual changes without requiring further board
approval.

3. Receive an update on the local emergency in Kings County due to the imminent and
proximate threat of exposure of COVID-19 on the residents of the County of Kings and take
action as deemed necessary.
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VI. BOARD MEMBER ANNOUNCEMENTS OR REPORTS
On their own initiative, Board Members may make a brief announcement or a brief report on their own
activities. They may ask questions for clarification, make a referral to staff or take action to have staff
place a matter of business on a future agenda (Gov. Code Section 54954.2a).
¢ Board Correspondence
¢ Upcoming Events
¢ Information on Future Agenda Items
VIL. CLOSED SESSION
¢ Significant exposure to litigation: (1 Case) [Govt. Code Section 54956.9 (d)(2)(e)(1)]
VIII. ADJOURNMENT
The next regularly scheduled meeting will be held on Tuesday, August 2, 2022 at 9:00 a.m.
FUTURE MEETINGS AND EVENTS
August 2 9:00 AM Regular Meeting
August 9 9:00 AM Regular Meeting
August 16 9:00 AM Regular Meeting
August 23 9:00 AM Regular Meeting
August 30 9:00 AM Regular Meeting
Agenda backup information and any public records provided to the Board after the posting of the agenda will be available for
the public to review at the Board of Supervisors office, 1400 W. Lacey Blvd, Hanford, for the meeting date listed on this agenda.







Staff

Edward Hill, County Administrative Officer
Diane Freeman, County Counsel

Catherine Venturella, Clerk of the Board

Board Members

Joe Neves, District 1 - Chairman

Richard Valle, District 2

Doug Verboon, District 3

Craig Pedersen, District 4

Richard Fagundes, District 5 - Vice Chairman

Board of Supervisors
Regular Meeting Action Summary

Date: Tuesday, July 19, 2022
Time: 9:00 a.m.
Place: Board of Supervisors Chambers, Kings County Government Center

1400 W. Lacey Boulevard, Hanford, California 93230

@ (559) 852-2362 <+ FAX (559) 585-8047 <+ website: https://www.countyofkings.com

The meeting can be attended telephonically, on the Internet by clicking this link:
https://countyofkings.webex.com/countyofkings/i.php?MTID=md04d97a134ed96cc7987542a8648031a
or by sending an email to bosquestions@co.kings.ca.us on the morning of the meeting for an automated email
response with the WebEx meeting link information. Members of the public attending via WebEx will have the
opportunity to provide public comment during the meeting.

Members of the public who wish to view/observe the meeting virtually can do so via the worldwide web at:
www.countyofkings.com and click on the “Join Meeting” button or by clicking this link:
https://youtu.be/VgtGW2Havlo
Members of the public viewing the meeting through YouTube will not have the ability to provide public
comment.

Members of the public who wish to comment may submit written comments on any matter within the Board’s
subject matter jurisdiction, regardless of whether it is on the agenda for the Board’s consideration or action,
and those comments will become part of the administrative record of the meeting. Comments will not be read
into the record, only the names of who have submitted comments will be read into the record. Written
comments received by the Clerk of the Board of Supervisors no later than 8:30 a.m. on the morning of the
noticed meeting will be included in the record, those comments received after 8:30 a.m. will become part of
the record of the next meeting. Email is not monitored during the meeting. To submit written comments by
email, please forward them to bosquestions@co.kings.ca.us or by U.S. Mail, please forward them to: Clerk of
the Board of Supervisors, County of Kings, 1400 W. Lacey Blvd., Hanford, CA 93230.

. 9:00 AM CALL TO ORDER
ROLL CALL - Clerk of the Board
INVOCATION - Pastor Wilbert Keel — The Bright Light Community Church
PLEDGE OF ALLEGIANCE
MEMBERS PRESENT: JOE NEVES, RICHARD VALLE, DOUG VERBOON, CRAIG PEDERSEN
MEMBERS ABSENT: RICHARD FAGUNDES
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UNSCHEDULED APPEARANCES

Any person may directly address the Board at this time on any item on the agenda, or on any other
items of interest to the public, that is within the subject matter jurisdiction of the Board. Two (2)
minutes are allowed for each item.

UnChong Parry, Kings County Behavioral Health stated that a National Suicide Hotline has been
created utilizing the number 988, anyone who is experiencing suicidal thoughts can call and be
connected to a licensed therapist right away anywhere in the country. She stated that there is a local
ad campaign on | Heart Radio and soon to be on Kings Area Transit Agency (KART) buses and bus stops
to get the word out.

Bill Lynch, Kings County Fire Chief gave an update on personnel who are currently helping with the
Agua and the Yosemite Fires in Mariposa County.

APPROVAL OF MINUTES

A. Report out of Closed Session from the regular meeting for July 12, 2022.

REPORT OUT: Diane Freeman, County Counsel stated that the Board in closed session on July 12,
2022 appointed Carolyn Leist to the positon of Human Resources Director effective July 25, 2022 and
will be setting the compensation in open session today. (RV, DV, CP-Aye, JN, RF-No)

B. Approval of the minutes from the regular meeting for July 12, 2022.
ACTION: APPROVED AS PRESENTED (DV, RV, CP, IN-Aye, RF-Absent)

CONSENT CALENDAR
A. Human Resources Department:
1. Consider approving the amended job specification for Assistant Assessor/Clerk/Recorder.
B. Human Services Agency:
1. a. Consider approving the Kings County Assembly Bill 2083 Memorandum of Understanding
for the implementation of an interagency system of care between Human Services
Agency, Behavioral Health, Probation Department, Kings County Office of Education, and
the Central Valley Regional Center, effective from July 19, 2022 to June 29, 2025;
b. Authorize the Director of the Human Services Agency, the Director of Behavioral Health,
and the Chief Probation Officer of the Probation Department to sign the Memorandum
of Understanding.[AGMT 22-113]
2. a. Considerapproving the Agreement with Kings Community Action Organization to provide
Medi-Cal/CalFresh application and retention services effective July 19, 2022, to June 30,
2023; [AGMT 22-114]
b. Approve the Agreement with Kings County Commission on Aging to provide Medi-
Cal/CalFresh application and retention services effective July 19, 2022, to June 30, 2023;
[AGMT 22-115]
c. Approve the Agreement with Kings County Office of Education to provide Medi-
Cal/CalFresh application and retention services effective July 19, 2022, to June 30, 2023.
[AGMT 22-116]
C. Probation Department:
1. Consider approving the Memorandum of Understanding with the Kings County Job Training
Office for rehabilitative services retroactively effective July 1, 2022 to June 30, 2023.
[AGMT 22-117]
D. Public Works Department:
1. a. Consider authorizing the Public Works Director to sign the special use Agreement with
the Kings County Sheriff’s Posse for complete closure of Burris Park on September 10,
2022, for the annual Crab Feed;
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VI.

VII.

b. Authorize the Public Works Director to approve non-substantive changes, including date
changes, to the special use Agreement with the concurrence of County Counsel.
[AGMT 22-118]
E. Administration:
1. Consider adopting a Resolution approving the financing and the issuance of up to
$16,000,000 in revenue bonds by the California Public Finance Authority for The Aspire, LP for
The Aspire Apartments. [RESO 22-051]
2. Consider adopting a Resolution continuing to declare a local emergency due to drought
conditions in Kings County. [RESO 22-053]
ACTION: APPROVED AS PRESENTED (DV, CP, RV, JN-Aye, RF-Absent)

REGULAR AGENDA ITEMS
A. Department of Finance — James Erb
1. Consider authorizing the Director of Finance to prefund the FY22/23 CalPERS Miscellaneous
and Safety contributions with proceeds from a 3.0% Note purchased by the Kings County
Investment Pool, dependent on approval of the appropriation for the 2022/2023 UAL in the
proposed budget.
ACTION: APPROVED AS PRESENTED (DV, RV, CP, IN-Aye, RF-Absent)

B. Public Health Department — Rose Mary Rahn
1. Consider re-appointing six members and appoint one new member of the Commission to two-
year terms as indicated in the Kings County Ambulance Commission By-Laws.
ACTION: APPROVED AS PRESENTED (RV, DV, CP, JN-Aye, RF-Absent)

C. Administration — Edward Hill/Kyria Martinez
Chemical Waste Management — Bob Henry
1. Consider accepting the report from Chemical Waste Management.
ACTION: APPROVED AS PRESENTED (CP, DV, RV, JN-Aye, RF-Absent)
2. Consider setting the compensation of Carolyn Leist as the Human Resources Director effective
July 25, 2022.
ACTION: APPROVED AND SET THE SALARY AT $12,976 PER MONTH EFFECTIVE JULY 25, 2022. (CP,
DV, RV, JN-Aye, RF-Absent)
3. Consider authorizing the use of American Rescue Plan Act funding in the amount of
$6,000,000 for the Small Business Assistance Program.
ACTION: APPROVED TO INLCUDE $25,000 FOR JOB TRAINING OFFICE PROGRAM ADMINISTRATIVE
COSTS OFFSET FROM THE $6 MILLION ALLOCATION AS PRESENTED (DV, RV, JN-Aye, CP-No, RF-
Absent)

STUDY SESSION
A. Administration — Edward Hill/ Domingo Cruz
Kings County Association of Governments — Terri King
1. Receive information and update on proposed investment options for the Regional
Transportation Plan and Sustainable Communities Strategy.
The Board received an update and no official action was taken.

BOARD MEMBER ANNOUNCEMENTS OR REPORTS

On their own initiative, Board Members may make a brief announcement or a brief report on their own
activities. They may ask questions for clarification, make a referral to staff or take action to have staff
place a matter of business on a future agenda (Gov. Code Section 54954.2a).
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Supervisor Pedersen stated that he will be attending the National Association of Counties meeting in
Colorado July 20-24, 2022.

Supervisor Verboon stated that he attended the California Association of Councils of Government
meeting, toured the People’s Cannabis in Lemoore with Supervisor Valle and learned about their
processes.

Supervisor Valle stated that he toured People’s Cannabis with Supervisor Verboon, attended the
Corcoran City Council meeting where the homeless overtaking John Maroot Park and the negative
impacts on the residents around the park was discussed.

Supervisor Neves stated that he attended the CalVans meeting, attended the Lemoore Little League

game, attended the Laton Portuguese fundraiser, attended Kings County Homelessness Collaborative

meeting.

¢  Board Correspondence: Edward Hill stated that the Board received correspondence dated July 15,
2022, from El Dorado Irrigation District to the State Water Resources Control Board Division of
Water Rights regarding a Petition for Change Involving Water Transfer under License 2184 and
received correspondence, from Habitat for Humanity of Kings and Tulare Counties regarding tax
deductible contributions.

¢ Upcoming Events: Edward Hill stated the City of Hanford is hosting Movies in the Park on July 29,
2022, admission is free and Disney’s The Jungle Cruise will be shown and the movie begins at
dusk at Civic Park; and the City of Hanford is hosting Dive In Theatre at the Hanford Plunge on
July 22, 2022 at 7:30 p.m. the movie will be The Addams Family 2. The movie begins at dusk and
the cost is $3 per person. Call 559-585-2525 for more information. Hanford Multicultural
Theater Company is hosting a one-week summer workshop for Improv and Acting for Kids ages
11-15, the workshop is from July 25-29, 2022 from 9:00 a.m. —12:00 p.m. at 14060 Hackett Street
in Hanford and you can sign up at HanfordMTC.com. Annual fee for entire family registration is
$25. Kings Art Center will be hosting an Evening of the Arts on Friday, August 5, 2022, from 6:30
p.m. - 8:00 p.m. at 605 N. Douty Street in Hanford. Admission is free! There will be a Public
Safety Appreciation Luncheon hosted by Greater Kings County Chamber of Commerce and
Hanford Chamber of Commerce on August 10, 2022 at the Hanford Civic Auditorium located at
400 N. Douty Street in Hanford. The event will take place at 12:00 p.m. and tickets are
$20. Tickets can be purchased on Eventbrite or through the website at hanfordchamber.com The
Hanford Chamber of Commerce will be hosting Biz Ball Pickleball Tournament on Saturday,
August 27, 2022, at 7:00 p.m. at the Hanford Pickleball Courts located at 1010 W. Grangeville
Boulevard in Hanford. Registration is $60 per team and one of the players must be employed by
a local business.

¢  Information on Future Agenda Items: Edward Hill stated that the following items would be on a
future agenda: Administration - Appointments to the Behavioral Health Advisory Board; Child
Support Services - Adopt a Resolution Proclaiming August 2022 as Child Support Awareness
Month; Community Development Agency - monthly reporting of Planning Commission’s Actions;
Public Health Department - has one item for consideration to adopt a Resolution proclaiming the
month of August 2022 as National Breastfeeding Month; Human Resources - request for
authorization to have a side letter of agreement with the Probation Officers Association for
Longevity Pay signed and adopt a Salary Resolution and Longevity Pay for Identified Safety
Management Classifications; Job Training Office - approval of the Workforce Innovation and
Opportunity Act Master Subgrant Agreement for fiscal year 2022-23; Sherriff’s Office - airplane
engine overhaul purchase and a bomb suit and helmet purchase.
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VIIIL. CLOSED SESSION
¢ Litigation initiated formally: Title:
Southern California Edison Company v. California State Board of Equalization, et al. Orange County
Superior Court Case No. 30-2022-01258057-CU-MC-CJC
[Govt. Code Section 54956.9 (d)(1)]
IX. ADJOURNMENT
The next regularly scheduled meeting will be held on Tuesday, July 26, 2022 at 9:00 a.m.
FUTURE MEETINGS AND EVENTS
July 26 9:00 AM Regular Meeting
August 2 9:00 AM Regular Meeting
August 9 9:00 AM Regular Meeting
August 16 9:00 AM Regular Meeting
Agenda backup information and any public records provided to the Board after the posting of the agenda will be available for
the public to review at the Board of Supervisors office, 1400 W. Lacey Blvd, Hanford, for the meeting date listed on this agenda.
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IL Permitted Uses and Disclosures of PHI by Business Associate.

A. Permitted Uses and Disclosures. Except as otherwise indicated in this
Exhibit, Business Associate may use or disclose PHI only to perform functions, activities
or services specified in this Agreement, for, or on behalf of County, provided that such use
or disclosure would not violate the HIPAA regulations, if done by County.

B. Specific Use and Disclosure Provisions. Except as otherwise indicated in
this Exhibit, Business Associate may:

1) Use and Disclose for Management and Administration. Use and
disclose PHI for the proper management and administration of the Business Associate or to
carry out the legal responsibilities of the Business Associate, provided that disclosures are
required by law, or the Business Associate obtains reasonable assurances from the person
to whom the information is disclosed that it will remain confidential and will be used or
further disclosed only as required by law or for the purpose for which it was disclosed to
the person, and the person notifies the Business Associate of any instances of which it is
aware that the confidentiality of the information has been breached.

2) Services to be Provided by the Business Associate. Business
Associate will provide COVID-19 testing services. Said services are set forth in the
Exhibit A.

III.  Responsibilities of Business Associate.
Business Associate agrees:

A, Nondisclosure. Not to use or disclose Protected Health Information (PHI)
other than as permitted or required by this Agreement or as required by law.

B. Safeguards. To implement administrative, physical, and technical
safeguards that reasonably and appropriately protect the confidentiality, integrity, and
availability of the PHI, including electronic PHI, that it creates, receives, maintains, uses or
transmits on behalf of County; and to prevent use or disclosure of PHI other than as
provided for by this Agreement. Business Associate shall develop and maintain a written
information privacy and security program that includes administrative, technical and
physical safeguards appropriate to the size and complexity of the Business Associate’s
operations and the nature and scope of its activities, and which incorporates the
requirements of section C, Security, below. Business Associate will provide County with
its current and updated policies.

s Security. The Business Associate shall take any and all steps necessary to
ensure the continuous security of all computerized data systems containing County PHI.

These steps shall include, at a minimum:

1) Complying with all of the data system security precautions listed in
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the Business Associate Data Security Standards set forth in Attachment 1 to this Exhibit;

2) Security Officer. If the incident occurs after business hours or on a
weekend or holiday and involves electronic PHI, notification shall be provided by calling
the County ITSD Help Desk. Business Associate shall take:

i Prompt corrective action to mitigate any risks or damages
involved with the breach and to protect the operating environment and

ii. Any action pertaining to such unauthorized disclosure
required by applicable Federal and State laws and regulations.

3) Investigation of Breach. To immediately investigate such security
incident, breach, or unauthorized use or disclosure of PHI or confidential data. Within
seventy-two (72) hours of the discovery, to notify the County:

1. What data elements were involved and the extent of the data
involved in the breach,

ii. A description of the unauthorized persons known or
reasonably believed to have improperly used or disclosed PHI or confidential data,

iil. A description of where the PHI or confidential data is
believed to have been improperly transmitted, sent, or utilized,

iv. A description of the probable causes of the improper use or
disclosure; and

V. Whether Civil Code sections 1798.29 or 1798.82 or any
other federal or state laws requiring individual notifications of breaches are triggered.

4) Written Report. To provide a written report of the investigation to
the County under HIPAA within ten (10) working days of the discovery of the breach or
unauthorized use or disclosure. The report shall include, but not be limited to, the
information specified above, as well as a full, detailed corrective action plan, including
information on measures that were taken to halt and/or contain the improper use or
disclosure.

5) Notification of Individuals. To notify individuals of the breach or
unauthorized use or disclosure when notification is required under state or federal law and
to pay any costs of such notifications, as well as any costs associated with the breach. The
County shall approve the time, manner and content of any such notifications.

6) County Contact Information. To direct communications to the
above referenced County staff, Business Associate shall initiate contact as indicated herein.
County reserves the right to make changes to the contact information below by giving
written notice to the Business Associate. Said changes shall not require an amendment to
this Exhibit or the Agreement to which it is incorporated.
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County of Kings

Administration

Attn: Larry Spikes, CAO — HIPAA compliance officer
1400 W. Lacey Blvd., Bldg. 1

Hanford, California 93230

(559) 852-2589

D, Employee Training and Discipline. To train and use reasonable measures
to ensure compliance with the requirements of this Exhibit by employees who assist in the
performance of functions or activities on behalf of County under this Agreement and use
or disclose PHI; and discipline such employees who intentionally violate any provisions of
this Exhibit, including by termination of employment. In complying with the provisions of
this section K, Business Associate shall observe the following requirements:

1) Business Associate shall provide information privacy and security
training, at least annually, at its own expense, to all its employees who assist in the
performance of functions or activities on behalf of County under this Agreement and use
or disclose PHI.

2) Business Associate shall require each employee who receives
information privacy and security training to sign a certification, indicating the employee’s
name and the date on which the training was completed.

33 Business Associate shall retain each employee’s written
certifications for County inspection for a period of six (6) years following contract
termination.

IV.  Obligations of County.
County agrees to:

A. Notice of Privacy Practices. Provide Business Associate with applicable
and relevant Notice(s) of Privacy Practices that County HIPAA-covered healthcare
components produce in accordance with 45 CFR 164.520, as well as any changes to such
notice(s).

B. Permission by Individuals for Use and Disclosure of PHI. Provide the
Business Associate with any changes in, or revocation of, permission by an Individual to
use or disclose PHI, if such changes affect the Business Associate’s permitted or required
uses and disclosures.

E. Notification of Restrictions. Notify the Business Associate of any
restriction to the use or disclosure of PHI that County has agreed to in accordance with 45
CFR 164.522, to the extent that such restriction may affect the Business Associate’s use or
disclosure of PHI.
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D. Requests Conflicting with HIPAA Rules. Not request the Business
Associate to use or disclose PHI in any manner that would not be permissible under the
HIPAA regulations if done by County.

V. Audits, Inspection and Enforcement.

! From time to time, County may inspect the facilities, systems, books and records of
Business Associate to monitor compliance with this Agreement and this Exhibit. Business
Associate shall promptly remedy any violation of any provision of this Exhibit and shall
certify the same to the County Privacy Officer or the County Chief Information Security
Officer in writing. The fact that County inspects, or fails to inspect, or has the right to
inspect, Business Associate’s facilities, systems and procedures does not relieve Business
Associate of its responsibility to comply with this Exhibit, nor does County’s:

A. Failure to detect or

B. Detection, but failure to notify Business Associate or require Business
Associate’s remediation of any unsatisfactory practices constitute acceptance of such
practice or a waiver of County’s enforcement rights under this Agreement and this Exhibit.

VI. Termination.

A. Termination for Cause. Upon County’s knowledge of a material breach of
this Exhibit by Business Associate, County shall:

1) Provide an opportunity for Business Associate to cure the breach or
end the violation and terminate this Agreement if Business Associate does not cure the
breach or end the violation within the time specified by County;

2) Immediately terminate this Agreement if Business Associate has
breached a material term of this Exhibit and cure is not possible; or

3) If neither cure nor termination is feasible, report the violation to the
Secretary of the U.S. Department of Health and Human Services.

B. Judicial or Administrative Proceedings. Business Associate will notify
County if it is named as a defendant in a criminal proceeding for a violation of HIPAA.
County may terminate this Agreement if Business Associate is found guilty of a criminal
violation of HIPAA. County may terminate this Agreement if a finding or stipulation that
the Business Associate has violated any standard or requirement of HIPAA, or other
security or privacy laws is made in any administrative or civil proceeding in which the
Business Associate is a party or has been joined.

c. Effect of Termination. Upon termination or expiration of this Agreement
for any reason, Business Associate shall promptly return or destroy all PHI received from
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County (or created or received by Business Associate on behalf of County) that Business
Associate still maintains in any form, and shall retain no copies of such PHI or, if return or
destruction is not feasible, shall continue to extend the protections of this Exhibit to such
information, and shall limit further use of such PHI to those purposes that make the return
or destruction of such PHI infeasible. This provision shall apply to PHI that is in the
possession of subcontractors or agents of Business Associate.

VII. Miscellaneous Provisions.

A. Disclaimer. County makes no warranty or representation that compliance
by Business Associate with this Exhibit, HIPAA or the HIPAA regulations will be
adequate or satisfactory for Business Associate’s own purposes or that any information in
Business Associate’s possession or control, or transmitted or received by Business
Associate, is or will be secure from unauthorized use or disclosure. Business Associate is
solely responsible for all decisions made by Business Associate regarding the safeguarding
of PHL

B. Amendment. The parties acknowledge that federal and state laws relating
to electronic data security and privacy are rapidly evolving and that amendment of this
Exhibit may be required to provide for procedures to ensure compliance with such
developments. The parties specifically agree to take such action as is necessary to
implement the standards and requirements of HIPAA, the HIPAA regulations and other
applicable laws relating to the security or privacy of PHI. Upon County’s request, Business
Associate agrees to promptly enter into negotiations with County concerning an
amendment to this Exhibit embodying written assurances consistent with the standards and
requirements of HIPAA, the HIPAA regulations or other applicable laws. County may
terminate this Agreement upon thirty (30) days written notice in the event:

1) Business Associate does not promptly enter into negotiations to
amend this Exhibit when requested by County pursuant to this Section or

2) Business Associate does not enter into an amendment providing
assurances regarding the safeguarding and security of PHI that County, in its sole
discretion, deems sufficient to satisfy the standards and requirements of HIPAA and the
HIPAA regulations.

G Assistance in Litigation or Administrative Proceedings. Business
Associate shall make itself and any subcontractors, employees, or agents assisting Business
Associate in the performance of its obligations under this Agreement, available to County
at no cost to County to testify as witnesses, or otherwise, in the event of litigation or
administrative proceedings being commenced against County, its directors, officers or
employees based upon claimed violation of HIPAA, the HIPAA regulations or other laws
relating to security and privacy, which involves inactions or actions by the Business
Associate, except where Business Associate or its subcontractor, employee, or agent is a
named adverse party.
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D. No Third-Party Beneficiaries. Nothing express or implied in the terms and
conditions of this Exhibit is intended to confer, nor shall anything herein confer, upon any
person other than County or Business Associate and their respective successors or
assignees, any rights, remedies, obligations or liabilities whatsoever.

E. Interpretation. The terms and conditions in this Exhibit shall be interpreted
as broadly as necessary to implement and comply with HIPAA, the HIPAA regulations
and applicable state laws. The parties agree that any ambiguity in the terms and conditions
of this Exhibit shall be resolved in favor of a meaning that complies and is consistent with
HIPAA and the HIPAA regulations.

F. Regulatory References. A reference in the terms and conditions of this
Exhibit to a section in the HIPAA regulations means the section as in effect or as amended.

G. Survival. The respective rights and obligations of Business Associate under
Section VII.C of this Exhibit shall survive the termination or expiration of this Agreement.

H. No Waiver of Obligations. No change, waiver or discharge of any liability
or obligation hereunder on any one or more occasions shall be deemed a waiver of
performance of any continuing or other obligation, or shall prohibit enforcement of any
obligation, on any other occasion.
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Attachment 2
Business Associate Data Security Standards

L General Security Controls.

A. Confidentiality Statement. All persons that will be working with County
PHI must sign a confidentiality statement. The statement must include at a minimum,
General Use, Security and Privacy Safeguards, Unacceptable Use, and Enforcement
Policies. The statement must be signed by the workforce member prior to access to
County PHI. The statement must be renewed annually. The Business Associate shall retain
each person’s written confidentiality statement for County inspection for a period of six (6)
years following contract termination.

B. Background Check. Before a member of the Business Associate’s
workforce may access County PHI, Business Associate must conduct a thorough
background check of that worker and evaluate the results to assure that there is no
indication that the worker may present a risk for theft of confidential data. The Business
Associate shall retain each workforce member’s background check documentation for a
period of three (3) years following contract termination.

G Workstation/Laptop Encryption. All workstations and laptops that process
and/or store County PHI must be encrypted using a FIPS 140-2 certified algorithm, such as
Advanced Encryption Standard (AES), with a 128bit key or higher. The encryption
solution must be full disk unless approved by the County Information Security Office.

D. Server Security. Servers containing unencrypted County PHI must have
sufficient administrative, physical, and technical controls in place to protect that data,
based upon a risk assessment/system security review.

B. Minimum Necessary. Only the minimum necessary amount of County PHI
required to perform necessary business functions may be copied, downloaded, or exported.

F. Removable Media Devices. All electronic files that contain County PHI
data must be encrypted when stored on any removable media or portable device using a
FIPS 140-2 certified algorithm, such as Advanced Encryption Standard (AES), with a
128bit key or higher.

G. Antivirus Software. All workstations, laptops and other systems that
process and/or store County PHI must install and actively use comprehensive anti-virus
software solution with automatic updates scheduled at least daily.

H. Patch Management. All workstations, laptops and other systems that
process and/or store County PHI must have security patches applied, with system reboot if
necessary. There must be a documented patch management process which determines
installation timeframe based on risk assessment and vendor recommendations. At a
maximum, all applicable patches must be installed within thirty (30) days of vendor
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release.

| 8 User IDs and Password Controls. All users must be issued a unique user
name for accessing County PHI. Username must be promptly disabled, deleted, or the
password changed upon the transfer or termination of an employee with knowledge of the
password. Passwords are not to be shared. Must be at least eight characters. Must be a
non-dictionary word. Must not be stored in readable format on the computer. Must be
changed every sixty (60) days. Must be changed if revealed or compromised. Must be
composed of characters from at least three of the following four groups from the standard
keyboard:

»  Upper case letters (A-Z)

* Lower case letters (a-z)

e Arabic numerals (0-9)

* Non-alphanumeric characters (punctuation symbols)

J. Data Sanitization. All County PHI must be sanitized using NIST Special
Publication 800-88 standard methods for data sanitization when the County PSCI is no
longer needed.

IL. System Security Controls.

A. System Timeout. The system must provide an automatic timeout, requiring
re-authentication of the user session after no more than five (5) minutes of inactivity.

B. Warning Banners. All systems containing County PHI must display a
warning banner stating that data is confidential, systems are logged, and system use is for
business purposes only. User must be directed to log off the system if they do not agree
with these requirements.

L System Logging. The system must maintain an automated audit trail which
can identify the user or system process which initiates a request for County PHI, or which
alters County PHI. The audit trail must be date and time stamped, must log both
successful and failed accesses, must be read only, and must be restricted to authorized
users. If County PHI is stored in a database, database logging functionality must be
enabled. Audit trail data must be archived for at least six (6) years after occurrence.

D, Access Controls. The system must use role based access controls for all
user authentications, enforcing the principle of least privilege.

E. Transmission Encryption. All data transmissions of County PHI outside
the secure internal network must be encrypted using a FIPS 140-2 certified algorithm, such
as Advanced Encryption Standard (AES), with a 128bit key or higher. Encryption can be
end to end at the network level, or the data files containing County PHI can be encrypted.
This requirement pertains to any type of County PHI in motion such as website access, file
transfer, and E-Mail.
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F Intrusion Detection. All systems involved in accessing, holding,
transporting, and protecting County PHI that are accessible via the Internet must be
protected by a comprehensive intrusion detection and prevention solution.

II1. Audit Controls.

A. System Security Review. All systems processing and/or storing County PHI
must have at least an annual system risk assessment/security review which provides
assurance that administrative, physical, and technical controls are functioning effectively
and providing adequate levels of protection. Reviews shall include vulnerability scanning
tools.

B. Log Reviews. All systems processing and/or storing County PHI must have
a routine procedure in place to review system logs for unauthorized access.

C. Change Control. All systems processing and/or storing County PHI must
have a documented change control procedure that ensures separation of duties and protects
the confidentiality, integrity and availability of data.

IV.  Business Continuity / Disaster Recovery Controls.

A. Disaster Recovery. Business Associate must establish a documented plan
to enable continuation of critical business processes and protection of the security of
electronic County PHI in the event of an emergency. Emergency means any circumstance
or situation that causes normal computer operations to become unavailable for use in
performing the work required under this Agreement for more than twenty-four (24) hours.

B. Data Backup Plan. Business Associate must have established documented
procedures to back-up County PHI to maintain retrievable exact copies of County PHI.
The plan must include a regular schedule for making back-ups, storing back-ups offsite, an
inventory of back-up media, and the amount of time to restore County PHI should it be
lost. At a minimum, the schedule must be a weekly full back-up and monthly offsite
storage of County data.

V. Paper Document Controls.

A. Supervision of Data. County PHI in paper form shall not be left unattended
at any time, unless it is locked in a file cabinet, file room, desk or office. Unattended
means that information is not being observed by an employee authorized to access the
information. County PHI in paper form shall not be left unattended at any time in vehicles
or planes and shall not be checked in baggage on commercial airplanes.

B. Escorting Visitors. Visitors to areas where County PHI is contained shall
be escorted and County Protected Health Information shall be kept out of sight while
visitors are in the area.
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fourteen days after exposure. Currently, there are vaccines for antiviral treatment of COVID-19. County staff
has been working diligently to assess and provide resources and information to the community regarding
COVID-19. Per Board determination on July 12, 2022, an update will be provided every two weeks to the
Board on County related activities and response.
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